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About This Guide

About This Guide

This user's guide describes features of the 24x7 Scheduler Web-based Management Console. Information in this
manual applies to the 24x7 Web-based Management Console v7.5 or later for all supported systems. This manual
contains information for both beginning and experienced users of the 24x7 Scheduler. Both the print and the on-line
documentation assume that you have a working knowledge of standard mouse and keyboard actions and understand
basic web-browser concepts. This manual is provided so that the reader can understand how 24x7 Scheduler
Management Console functions. It also contains information on the following topics:

e Installation and configuration instructions

e Task-oriented guidelines to all interactive 24x7 Scheduler Management Console functionality

Conventions Used in This Document

This section describes the style conventions used in this document.

Italic
An italic font is used for filenames, URLs, emphasized text, and the first usage of technical terms.

Monospace
A monospaced font is used for code fragments and data elements.

Bold
A bold font is used for important messages, names of options, names of controls and menu items, and keys.

User Input

Keys are rendered in bold to stand out from other text. Key combinations that are meant to be typed simultaneously
are rendered with "+" sign between the keys, such as:

Ctrl+F

Keys that are meant to be typed in sequence will be separated with commas, for example:

Alt+S, H

This would mean that the user is expected to type the Alt and S keys simultaneously and then to type the H key.

Graphical marks
ﬁ - This mark is used to indicate product specific options and issues and to mark useful tips.

% - This mark is used to indicate important notes.

Abbreviations and Terms

This guide uses common abbreviations for many widely used technical terms including ASP, JSP, HTTP, and other.

Trademarks

24x7 Automation Suite, 24x7 Scheduler, 24x7 Event Server, DB Audit, DB Audit Expert, SoftTree SQL Assistant are
trademarks of SoftTree Technologies, Inc.

Windows 10, Windows XP are registered trademarks of Microsoft Corporation. UNIX is registered trademark of the
X/Open Consortium. Sun, SunOS, Solaris, SPARC are trademarks or registered trademarks of Sun Microsystems,
Inc. Ultrix, Digital UNIX and DEC are trademarks of Digital Equipment Corporation. HP-UX is a trademark of Hewlett-
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Packard Co. IRIX is a trademark of Silicon Graphics, Inc. AlX is a trademark of International Business Machines, Inc.
AT&T is a trademark of American Telephone and Telegraph, Inc.

Microsoft SQL Server is a registered trademark of Microsoft Corporation. Oracle is a registered trademark of Oracle
Corporation. IBM, DB2, UDB are registered trademarks of International Business Machines Corporation

All other trademarks appearing in this document are trademarks of their respective owners. All rights reserved.
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Chapter 1: Getting Started

Chapter 1: Getting Started

Overview

The 24x7 Scheduler web-based Management Console functions are used to manage and monitor jobs run by
24x7 Scheduler Multiplatform Edition software. Jobs can be managed and run both at remote and local computers
provided 24x7 Scheduler is running at a given computer and setup to accept incoming network .connections.

The 24x7 Scheduler Web-based Management Console enables you to:
e Schedule new and manage already scheduled jobs.
Stop, start, pause or resume jobs.
Monitor job execution progress in a real-time as well as forecast job start.
Organize logically related jobs into logical groups represented by folders.
Manage database profiles.
Manage remote agent profiles.
Manage job queues.
Manage job templates.
Manage job calendars.
Manage job dependencies.
View job logs and reports.
Modify scheduler options.

The Web-based Management Console can be installed on a wide variety of web servers and can connect to local and
remote instances of 24x7 Scheduler servers. By default on windows systems the web console is installed with a local
instance of the Apache Tomcat server configured to run on port 8088. On Linux and Unix systems the console is
installed to run on the local web server, which is typically configured to run on port 80 or 8080. Check your web
server configuration to find out which port number is being used. See the following topic for specific installation
instructions.

Web-based Management Console supports true thin clients. To use the console no client software is needed to be
installed on user computers other then their web browsers. There is no need to download any files or any other
resources or settings.

To start the web-based Management Console on your computer open your web browser and enter the URL of your
web server where the 24x7 Management Console is installed, for example, http://server-name:8088

Installation

Installation on Windows Systems

1. Start the 24x7 Scheduler installation program 24x7mp_setup.exe.
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2. Follow the installation wizard prompts. When prompted for components, select 24x7 Web-based Console

&} Setup - 2417 Scheduler Multi-Platform Edition o @ =)
Select Components ‘
Which components should be installed? W
-

Select the components you want to install; dear the components you do not want to
install. Click Next when you are ready to continue.

24T\ ole 8.0 MB;
Documentation 4.7MB
Java Run-time Environment 95.5MB

Current selection requires at least 104,2 MB of disk space.

et ] [

and then click the Next button twice.

3. Complete the required parameters for generating self-signed SSL certificate for the web-server. You can
later replace the generated self-signed SSL certificate with a full trusted SSL certificate obtained from a
trusted certificate authority.

&} Setup - 247 Scheduler Multi-Platform Edition E = @
Web-server Configuration ¢
Enter settings required for generating self-signed SSL certificate. Fields marked <
with (*) are required. A

Your domain name(*): Server Name

Your organization name(*): My Organization
Your organizational unit name: T

Your City or Locality name: New Yark

Your State or Province name: NY

Two-etter country code for this unit(*): g

Password for keystore file(*): sesssnnne

Cancel
and then click the Next button and then the finish button.

Installation on Linux and Unix Systems

Use the Universal installer. Unzip 24x7mp_setup.zip file and execute setup.sh script with or without command line
parameters. To run the installer you need to have Java 1.8 or later installed on your system. See the next paragraph
for more details.

Graphical installation mode

The Universal installer’s graphical interface is similar to the Windows native installer described in the previous topic
providing similar prompts and instructions.

1. To run the graphical installer, add execute permissions to setup.sh script.
chmod 775 ./setup.sh

2. Start setup as sudo without any additional parameters
sudo ./setup.sh

Console mode installation with interactive prompts

1. Add execute permissions to setup.sh script.
chmod 775 ./setup.sh

2. Start setup as sudo with two parameters: nogui —interactive
sudo ./setup.sh nogui —interactive
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Console mode installation with default parameters

1. Add execute permissions to setup.sh script.
chmod 775 ./setup.sh

2. Start setup as sudo with a single nogui parameter:
sudo ./setup.sh nogui

Console mode installation with default parameters without the Performance Dashboard options

1. Add execute permissions to setup.sh script.
chmod 775 ./setup.sh

2. Start setup as sudo with two parameters: nogui -nografana
sudo ./setup.sh nogui -nografana

Site Security and SSL Certificates

The web console is installed to accept HTTPS connections only in order to provide secure communications between
web browsers and the web console server. HTTPS connections require using a SSL certificate to encrypt the
communication between web browsers and the web server.

A self-signed certificate is a digital certificate signed by the same entity that created it, meaning there's no external
verification of its authenticity, while a "CA-signed certificate" is signed by a trusted third-party called a trusted
Certificate Authority (CA), which verifies the identity of the certificate holder, making it inherently more trustworthy for
external systems like web browsers; essentially, self-signed certificates are considered less secure for public use due
to the lack of third-party validation. Self-signed certificates are typically acceptable for use with internal systems.

Self-signed SSL Certificates

By default the web console is installed with a self-signed SSL certificated generated for your web server during the
installation. SSL certificates are required for the HTTPS protocol, but they are not very security and considered
untrusted because they are not certified by a well known trusted certificate authority like VeriSign, GeoTrust,
GoDaddy, and others. It is recommended that after the installation you purchase full SSL certificate and replace the
installed self-signed certificate with the obtained trusted certificate. If you need instructions for how to obtain a
trusted SSL certificate, search the Internet or visit website of one the vendors referenced above.

All modern web browsers allow connecting to web sites with self-signed SSL certificates. The browsers typically show
a warning screen and allow you to choose whether to continue to the site or cancel the navigation and return to the
previous page. The appearance of the warning page is browser type and browser version specific. Here are example
screenshots of the warning page in different browsers.
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Google Chrome warning

[ SSLEmor

&«

The site's security certificate is
not trusted!

You d to reach I . but the server

certificate issued by an entity that is not trusted by your
computer's operating system. This may mean that the server has
generated its own security credentials. which Google Chrome
cannat rely on for identity information. or an attacker may be
trying to intercept your communications.

You should not proceed. especially if you have never seen this
warning before for this site.

[ Proceed anyway] [ Back to safety

» Help me understand

Internet Explorer warning

/localhostl O - & X

(& Certificate Error: Navigatio... | ‘

File Edit View Favorites Tools Help

@ There is a problem with this website's security certificate.
b

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
& Click here to dose this webpage.

&) Continue to this website (not recommended).

More information

H100% v

Mozilla Firefox warning
[ B ==
ntrusted Connection | o

& @ hitps

/localhost 8088 C

This Connection is Untrusted

You have asked Firefox to connect securely to localhost:8088, but we can't confirm that your
connection is secure.

Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site’s identity can't be verified.

m

What Should I Do?

If you usually connect to this site without problems, this error could mean that someene is trying to
impersonate the site, and you shouldn't continue.

Getme out of here!
Technical Details

I Understand the Risks

@v x Fiddler: Disabled

Choose "Proceed anyway", "Continue to the site" or "'l understand the risks" option on the warning page to open the
web console login page.

24x7 Scheduler Management Console -9-



Chapter 1: Getting Started

% Important Notes:
You should purchase and install trusted SSL certificate issued specifically for the site running 24x7 Web console.

As a temporary solution, you can add SSL exception to your web browser settings to allow connecting to the web
console site without warnings. See the next topic for more details.

Adding SSL Exception to Your Web Browser Settings

This is an optional setup, which is required if you choose to stick with using self-signed SSL certificate for your web
server and 24x7 Web console and you want to suppress browser's untrusted SSL certificate warnings for the web
console site.

Note that different browsers and browser versions require different methods for adding an exception in order to
suppress the SSL warnings discussed in the previous topic.

To add an exception in Mozilla Firefox:
1. On the warning page, click the yellow arrow in front of the "I Understand the Risks" link. A new panel will
appear below the link.
2. Click "Add Exception..." button
3. Check "Permanently store this exception" box and then click "Confirm Security Exception” button.

To add an exception in Internet Explorer 8 and 9:

On the warning page, click "Continue to this website (hot recommended)" link.

Select Internet Explorer's Tools->Internet Options menu.

Select Security->Trusted sites->Sites.

Confirm the URL matches, and click the "Add" button then "Close" button.

Close the "Internet Options" dialog box with either "OK" or "Cancel" buttons.

Refresh the current page.

When told "There is a problem with this website's security certificate”, choose again "Continue to this

website (not recommended).”

8. Click the "Certificate Error" red icon at the right of the browser's address bar. This will bring up a small
information panel. On that panel select "View certificates" from the popup panel.

9. Click "Install Certificate..." button, then in the install wizard, click the "Next" button.

10. On the next page, select "Place all certificates in the following store.”

11. Click "Browse" and select "Trusted Root Certification Authorities" and then click "OK" button.

12. In the wizard, click "Next", then "Finish" buttons.

13. If you get a "Security Warning" message box, click "Yes" button to confirm and then click "OK" button to
dismiss the message box.

14. Internet Explorer's Select Tools->Internet Options menu again.

15. Select Security->Trusted sites->Sites .

16. Select the URL you just added, click "Remove", then "Close".

17. Now shut down all running instances of Internet Explorer, and start up Internet Explorer again. You can point
it to the web console URL. The site's certificate should now be trusted and no warning and prompt will
appear.

NogoprwbhE

To add an exception in Google Chrome:
The specific instructions depend on the operation system of the computer running your web browser and vary for
different systems.
Mac OS systems
1. Inthe browser's address bar, click the little lock icon with the X symbol. This will bring up a small information
panel. On that panel click the "Certificate Information" button.
2. Click and drag the image to your desktop. It looks like a little certificate.
3. Double-click it. This will bring up the Keychain Access utility. Enter your password to unlock it.
4. Be sure you add the certificate to the System keychain, not the login keychain. Click "Always Trust," even
though this doesn’t seem to do anything.
5. After it has been added, double-click it. You may have to authenticate again.
6. Expand the "Trust" section, set "When using this certificate" option to "Always Trust."

Windows systems

24x7 Scheduler Management Console -10-
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1. Inthe browser's address bar, click the little lock icon with the X symbol. This will bring up a small information

panel. On that panel click the "Certificate Information" button.

Switch to "Details" tab, click "Export..." and save certificate file to your local system.

Use Chrome's Settings menu -> Advanced Settings link -> Manage Certificates button.

On the "Certificate Store" screen "Trusted Root Certification Authorities" tab, and then click "Import..."

button.

5. Select the certificate file you saved in step 2. Click "OK" and then "Close" button to close the certificates
store dialog.

6. Restart Chrome."

Pwn

Linux systems
1. Follow the same steps 1 and 2 as described above for Windows to save the certificate file.

2. Use system's certutil utility to import the exported certificate to the system SSL store. For specific
instructions refer to your Linux system manual.
3. Restart Chrome.

Post-installation steps

The web-console is installed in 30-day trial mode. To register the console and unlock the trial mode, click the
"Register here' link at the bottom of the login box

B 27 Mansgement Conse

+ C & bws/ Nocathost 8088/ 1ogins: @i =

then enter you're your name, organization name and the web console license key. If you got 24x7 site license or
enterprise license, enter your site or enterprise license key.

B 27 Mansgement Conse

« C N | B bt/ localhosta088/ loginsps @iy =

R SR W T ]

24x7 Wch Console Version 5.1.38%
Licenging information

e Peratar, e FOAIAC i 2t
deper tment: ity Bty ccicthcom

oer

For general nfarmaton, sofonare uodates, the latest
mﬂ! lntwn probiems, and angwens t.

home page on the Web:
Enter product losnse kery Shen cidk the Rlagater
| bution,
Tame:
Comoany:
Licerse 2

Clear Register Close
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Trusted Certificate Authority Signed Certificates

% Important Note: The common name to which an SSL Certificate is issued (e.g., XYZ or xyz.com) must match
the server name or a DNS A record for your server. In other words the name you are going to specify in the URL bar
to access the 24x7 Web Console server must match the common name in the SSL certificate. Any difference will
cause the web browser to display a name mismatch error and block your connection. If you don’t have a DNS A
record that maps a domain name (like "xyz.com") to an IP address (like 192.0.2.1), you may need to add it to enable
users to access the 24x7 Web Console website by typing the domain name instead of the IP address of the server or
the hostname name of the server.

Installing an Existing SSL Certificate

To install an existing SSL certificate in Apache Tomcat used for running the 24x7 Web Console, you need to import
the certificate and private key into the Tomcat keystore

1. Upload to Server:

You'll need the SSL/TLS certificate file (usually in PEM or CRT format) and the corresponding private key file
(also usually in PEM or KEY format) from your certificate provider.

Upload the certificate and private key files to the server on which you installed the 24x7 Web Console

2. Import Certificate and Private Key into Keystore:

Locate Keystore. For example, if you have 24x7 Scheduler installed in C:\24x7, your Keystore is located in
C:\24x7\WebConsole\cert

Use the keytool command-line tool (part of the Java Development Kit) to import the certificate and private key
into the keystore.

Example commands for Windows:

C:\24x7\JRE\bin\keytool -import -alias WC -file <certificate_file> -keystore
C:\24x7\WebConsole\cert\tomcat -storepass <keystore_password>

C:\24x7\JRE\bin\keytool -import -alias WC -file <private_key file> -keystore
C:\24x7\WebConsole\cert\tomcat -storepass <keystore_password>

Example commands for Unix and Mac OS:

keytool -import -alias WC -file <certificate file> -keystore
/home/24x7/WebConsole/cert/tomcat -storepass <keystore_password>

keytool -import -alias WC -file <private key file> -keystore
/home/24x7/WebConsole/cert/tomcat -storepass <keystore_password>

Replace <certificate_file> with the path to your certificate file, , and <keystore_password> with the keystore
password you entered when installing the Web Console.

Trust the Certificate: When prompted, trust the certificate by entering "yes" or "y".

IMPORTANT: Your 24x7 installation path might be different from the example above. Change the path as
required.

3. Configure the SSL Connector in server.xml:

Open the server.xml file located in Tomcat's conf directory and find the connector line that handles SSL traffic. If
24x7 Scheduler is installed in C:\24x7, the server.xml file path is C:\24x7\WebConsole\conf\server .xml

24x7 Scheduler Management Console -12 -
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In the server.xml file search for “keystorePass” parameter and set its value to the keystore password you used
when importing the certificate.

Add the following line to the Connector section

<Certificate certificateKeyFile="<path_to_private_key>"
certificateFile=""<path_to_certificate>" certificateChainFile="<path_to_ca bundle>"
type=""RSA" />

It should look like example below

<Connector
protocol="HTTP/1.1"
port="8088" maxThreads="200"
maxHttpHeaderSize=""65536"
scheme="https" secure="true" SSLEnabled="true"
keystoreFile="${catal ina.home}\cert\tomcat"
keyAlias="WC"
keystorePass="<keystore_password>""
clientAuth="false" sslProtocol="TLS">
<SSLHostConfig>
<Certificate certificateKeyFile="<path_to_private_key>"
certificateFile="<path_to certificate>"
certificateChainFile="<path_to_ca bundle>"
type=""RSA" />
</SSLHostConfig>
</Connector>

Replace <path_to_private_key>, <path_to_certificate>, and <path_to_ca_bundle> with the actual paths to your
private key, certificate, and CA bundle files (if applicable). If you don’t have CA bundle, remove
certificateChainFile="<path_to_ca_bundle>"

4. Restart the 24x7 Web Console.

Obtaining and Installing New SSL Certificate

1. Create a certificate signing request (CSR):

Use the keytool command-line tool (part of the Java Development Kit) to create a CSR which you will need to
purchase and install new SSL/TSL certificate on your Tomcat server

Example commands for Windows:

C:\24x7\JRE\bin\keytool -certreq -alias WC -file csr.txt -keystore
C:\24x7\WebConsole\cert\tomcat

Example commands for Unix and Mac OS:

keytool -certreq -alias WC -file csr.txt -keystore
/home/24x7/WebConsole/cert/tomcat

IMPORTANT: Your 24x7 installation path might be different from the example above. Change the path as
required.

When prompted, enter the password you entered earlier when installing the 24x7 Web Console (that password
was used by the installer to create the Keystore).

2. Order Your SSL/TLS Certificate.

Contact Certificate Authority of your choice and order from them a new SSL certificate. Follow instructions they
provide to upload the CSR file created in the previous step.
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3. Install the Certificate:

Follow instructions in the previous section Installing an Existing SSL Certificate to install your new SSL
certificate.

Scheduler Connectivity and Security

Connectivity

24x7 Scheduler works with the underlying operation system to authenticate user logins. The authentication
mechanism for different operation systems are described in the 24x7 Scheduler User's Guide.

To connect to 24x7 Scheduler:

1 Start your web browser and navigate to the web site where 24x7 Management Console is installed. The
Logon page will appear.

2 Enter name or IP address of the computer running the target 24x7 Scheduler. Please note that 24x7
Scheduler does not have to run on the same computer where the web server is run. It can run on any other
computer.

o) T LT Co————— S
€ (&) @ Notsecure  liipsilocalhos tBOBE/efault sp o &
Hew ¥ @ Manitor ¥ Find Joly Log feparts ¥ Dependencies ¢ Deployments roats ¥ Help Lagaut

[ localhost

W Job Queues

s

aling Groups
1l Databases
98 Messages
o Mg brakers
= Reports

T8 Tomplates

JAL Seript Library

Welcome to 24x7 Scheduler

=8 Jobs
Management Console

ax7 Scheduler Muhi-platform Edition
ter scheduler; Non clustersd

& Performance Dashbosrd

3 Enter your user name and password. Please note that passwords are case-sensitive. In case if the internal
security system is not activated enter your user name and any text for the password.
4  Click the Logon button.

% Tips:

e If the web browser AutoComplete feature is enabled, you can use the browser provided drop-down lists for
the server and for user names. To display the drop down list, set the focus to the server field, clear its
contents if you already entered some text and then press the Arrow Down navigation key on the keyboard.

e To resize the drop-down list, drag the right-bottom corner of the drop-down box.
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User Groups and Job Database Security

By default 24x7 Scheduler allows any valid local or network user with a valid password to connect to the scheduler
instance, If job database security is not activated, every authenticated user is treated as an administrator, this default
setup is used to simplify the initial installation and configuration steps. After the initial installations, you should update
the Users file on the scheduler's system and choose users that can connect to the scheduler and their security group.
See 24x7 Scheduler User's Guide for details on how to update the Users file.

There are 4 predefined user security groups:

e Administrators — members of this group have full access to the scheduler and can access any functions and
any jobs in the web console.

e Power Users - members of this group can access most functions in the web console except the scheduler
settings. They can see and manage their own jobs only. They cannot access jobs created by other users.

e Operators - members of this group can access all monitoring and log viewing functions available in the
scheduler. They can also see all jobs, start them manually, pause, disable and enable jobs

e Guests — members of this group have very limited access to the scheduler

Job Database Privileges

A job database privilege is the right to execute a particular operation or it is the right to access another user's job. A
pre-defined set of privileges is granted to each user group. By adding an individual user to a group you effective grant
that user all the privileges granted to the group.

Changing Passwords

Use your operation system password-change functions or Active Directory management functions to change u7ser
passwords

Job Protection and Job Password

Job access protection is enforced on top of the regular user group access permissions. Password protected jobs can
be accessed according to their protection level. For more information see 24x7 Scheduler User's Guide.

To protect a job:

1 Select the job you want to protect by password

. Protect . . .
2 Click the Protect button O 4o setup new protection level, remove existing protection or change

protection level for the job. The job protection dialog appears.
3  Type your password, select required protection level, and then click the OK button.

For more information about job protection levels see Protecting/Unprotecting Jobs topic.
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Job Explorer

The Job Explorer presents jobs as a hierarchical structure "Tree View" on the left side of the web console window.
the left side is filled with settings, job folders, and jobs. The right side "Properties View" displays the properties of an

item in the tree view.

===l
) 2447 Scheduler Manager % %%
S ] . / D& | =
&= C' A | [ pityrs//localhost:8088/default jsp# Q7 =
#  New & Job Monitor = Q Monitor ' JobLeg M@ Reports -z Dependencies # Tools % Help @ Logout
B localhost z . -
Lo Job: Sample Batch Job (MySQL Service Check)
B9 Job Queues
'H Calendars #u Protect i Delete & Disable . Edit o Move » Run & Print ~#  Edit Script I Log I Output
B Agents
N General C
Databases hob No 7
{E4 Templates Job Name Sample Batch Job (MySQL Service Check)
BH || JAL script library Status Enabled
p— Description
& B Jobs Job Definition
#3 New Folder Type Script W
_ |seript =1/bin/sh
7 Bename Me E SERVICE=mysqld
=9 Sample Jobs
i E SERVICE > /d I
% Sample Batch Job ‘ch: ax | grep -v grep | grep § = fdew/nu
(MySQL Service echo "$SERVICE service is running; everything is fing"
Check clse
% Sample Database o,
Job (Oracle SQL (3 lines more...)
Script) Script Type BAT
% Sample JAL Seript Host llocal]
Job (Restors Asynchronous No
Metwork Detached Yes
Connection Queue [default]
25 - Priority Normal
3% Sample
lavaScript lob Multi-instance Control Always submit new instance
FTP Operations’ Timeout (minutes) 0
7% Sample Program Leaaing Enabled Yes i
O pl q
inh Run Notenad) T 4| w |

Navigating through the various folders and jobs is usually accomplished by clicking links representing individual
folders and jobs with the mouse. Users more accustomed to keyboard navigation can use standard navigation keys
(TAB, SHIFT+TAB, ENTER, etc...) supported by the Web browser to move between links representing folders and
jobs.

To change the size of either side of the window, drag the blue marker to the left of bar separating two sides of the
web console screen. Use scroll bars to navigate both sides of the Job Explorer window.

Adding New Job

To schedule a new job from scratch:

1 Inthe Job Explorer, select the folder in which you want To create new job.

o New

2  Click the New button . The New menu will appear below the button.
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3 Click Job item in the menu. The Select Template dialog will appear.

#  New £ Job Monitc

O Job i —
== Folder
s Queue
Calendar
" Agent
" Database
* Template

i JAL script

45" Bename Me

m

=] Sample Jobs

¢ Sample Batch Job
(MvSOL Service

4  Click the Blank Job item To create new job from scratch.

st tempe J

22! Blank |ob (
=9 * Sample Templates Group *

24x7 Maintenance

[Legacy: Batch Processing)
[Legacy: Composite Job Schedules]
; [Legacy: Database Maintenance]
EE9 [Legacy: File Replication]

EE] [Legacy: FTP Jobs]

E{E] [Legacy: Miscellaneous]

[Legacy: Monitors and System Maintenance]
[Legacy: Secure Shell and Secure FTP Jobs]
EEH [Legacy: Simple Job Schedules]

BEE [Legacy: UNIX, VMS, and Mainframe Jobs Using 24x7 RAS
Servers]

Cancel
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5 The Job Wizard will appear. Follow the instructions provided by the Wizard.

Job Properties Wizard Step 1 of 12 »®

Type a name for this job. The job name can best describe task being
performed or can be just the same as the program name.

|Nech-b |

What do you want this job to do?

@ Run program or batch file

@) Run database commands {sqL)

) Run script (builtin JavaScript, VBScript, JAL, Batch/shell Script)

Choose target folder: | Sample Jobs H

To create this job from a template, click here

To copy properties of an existing job, click here

Next::> Schedule Finish Cancel

& Note: When you click the Finish button, the new job will be created and saved to the job database file on the
connected job scheduler system.

To schedule a new job from a template:

1 Repeat steps 1 to 3 as described above to open Select Template dialog
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2 Use [+] and [-] signs to expand/collapse template folders. Click the required job template.
Select Template x

| »

: ':'.5' Blank |ob

5 * Sample Templates Group *

24x7 Maintenance

[Legacy: Batch Processing]
[Legacy: Composite Job Schedules]
[Legacy: Database Maintenance]
[Legacy: File Replication]

E' [Legacy: FTP Jobs]

i .'.}' Eile replication: Local directorwlies) to directorylies) on
FTP server

.'.}' Eile replication: Remote directorviies) on FTP serverto

local directorviies)

m

: H}l ETP append
=/ FTP append (known file names}

==/ FTP download {(known file names}

=}| FTF download {using file mask)

==/ FTP file watch {check for new files)

=/ FTP file-change watch (start job when file-time change
detected)

=}| FTP resume

;5»' FTP resume {known file names)

Cancel

3 The Edit Template Wizard will appear. Fill in template properties.

Edit Template »®

.
Parameter Value =

Job Name |New_|0b [Template: File replication: Remote directory{ie|

‘What is the name of yvour FTF server? (Enter | |
server name or server IP address):

Mame of the user to logon to the FTP server | |
{Enter "anonymous” or leave this property blank
if itis not required):

Password to use to logon to the FTP server | |
{leawve this property blank if it is not required):

Mame of the directory on the FTP server where | |
source files are located:

Mame of the directory on the local computer | |
which will be compared against the directory on
the FTP server:

To whom do vou want to send an email alert in | |
casze if the replication failed:

If you use MAPI email interface enter your email | | -

Click the OK button To create new job using the entered parameters.
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Deleting Job

To delete scheduled job:

1 Inthe Job Explorer, select the job you that want to delete.

2  Click the Delete button Delete .

% Tip: The delete function removes job definition from the job database. Any program files associated with that job
are not removed from the hard disk.

Disabling/Enabling Job

A job state is either disabled or enabled. You can toggle the job state by setting the on/off state of the Disabled
property.

To temporarily disable a scheduled job:

1 Inthe Job Explorer, select job you want to disable.

2 Click the Disable button * 21*3P1¢

To enable previously disabled job:

Repeat the steps described above, but click the Enable button Enable

% Tip: Disabling scheduled job does not remove job definition from the job database; it only removes the job from
the active job pool.

Modifying Job
To modify definition and/or schedule of an existing job:

1 Inthe Job Explorer, select the job you want to modify.

2 Click the Edit button *© =9It

3 In case if the job was created using job template, the Edit Template Wizard will appear. Modify template fill-in
parameters and click the Finish button to save your changes and update the job.

In case if the job was created from scratch or original job template is not available the Job Wizard will appear.
Modify job properties and when done click the Finish button to save your changes and update the job.

ﬁ Tips:
e User interface and functionality of both Wizards are the same as in the 24x7 Scheduler graphical interface. For
detailed description of available properties and functions see 24x7 Scheduler User's Guide.
e In case of script type job, to edit the script without going the Job Wizard, click the Edit Script button
Edit Script
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Protecting/Unprotecting Job

To protect/unprotect a job:

1 Inthe Job Explorer, select the job whose security settings you want to modify.

. P . . . .
Click the Protect button rotect . The job protection dialog box will appear.

2
3 Type your password and select the required protection level.
4  Click the OK button.

% Notes:

e "Execute" protection does not prevent the job from starting on schedule or from being started by another job. It
simply does not allow unauthorized users to execute the job by clicking on the Run button.

e Jobs copied using the Database Manager tool accessible via 24x7 Scheduler graphical interface retain their
protection features.

Moving Job to Another Folder

To move a job to a different job folder:

1 Inthe Job Explorer, select job you want to move.

. Mov . .
2 Click the Move button % The Move To Folder dialog will appear.

3 Select target job folder and then click the OK button.

Auditing Job Processing
To view job processing log:

1 Inthe Job Explorer, select the job you want to check.

Click the Log button. -

The right pane of the Job Explorer will display available log records for the selected job. Note that job logging
option must be enabled for this job. If not enabled, the scheduler does not generate log records for jobs run and
job errors.

2
3

. Output . . . . .
4  Click the Output button YHPUE 4o view archived job output results. Note that job output capturing and

archiving options must be enabled for this job. If not enabled, the scheduler does not capture and archive job
output results.

To print the displayed log or job output file;

Print

5 Click the Print button

To refresh the log view:

6 Use your Web Browser's page refresh function or pres the F5 key.
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Printing Job Properties and Schedule

To print job properties, including job triggers, schedule, and notification action:

1 Inthe Job Explorer, select the job whose properties you want to print. Job properties will appear on right side of
the Job Explorer.

2 Click the Print button Frint
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Running Jobs

To run ajob:

1 Inthe Job Explorer, select the job that you want to run.

2 Click the Run button fun . This will submit the job to the assigned job queue. The position in the queue

depends on the job priority. As soon as the queue processor completes already running and queued job with
higher priorities it will start running your job.

% Tip: See the following topics for information on how to monitor job progress and results.

Monitoring Jobs Using Logs

Job progress-of-work messages, errors and warnings are written to the main 24x7 Scheduler log file. 24x7 can be
also configured to write all these messages to the Windows NT Application event log. In addition to default
messages, script type jobs can write user-defined messages to log files.

The web-based interface supports several methods for auditing these logs and monitoring job progress.

To view job-specific log records for a particular job:

1 Inthe Job Explorer, select the job you want to audit.

2 Click the Log button . -

3 The right pane of the Job Explorer will display available log records for the selected job.

To view the entire job log containing messages for all jobs as well as all system-wide messages:

. b L . . .
1 Click the Job Log button ienes at the top row of the console screen. The Log Viewer dialog will

appear.
2 To refresh the view use the Refresh button. To close the Log Viewer dialog click the Close button.

% Tip: The Log Viewer dialog can be resized as needed by dragging its borders.

“-5 Notes:

° If a job has "Do Not Log" job-level option enabled, the scheduler does not write progress-of-work messages to
the log for this job.

° If a job has "Ignore Errors" job-level option enabled and "Do Not Log" job-level option disabled, the scheduler
still writes job error messages (if any) to the log as warnings and continues processing. Warning messages are
displayed with yellow warning icons rather then red stop error icons.

To view the entire job log optimized for a web view with an index by day of week and the entire log history:

1 Click the Reports button DT

the button.
2 Click the Daily Job Logs menu item. The browser will open another window containing several frames. An index
by day will be displayed in the left frame. Click on any day in the index to view log records for that particular day

at the top of the console window. The Reports menu will appear below
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3 To refresh the view use your web browser Refresh function. To close the Day Log Logs window use browser's
File/Close menu.

N‘ Notes:
.

24x7 Scheduler must be configured to write "HTML Status Reports" in order for this option to work. For
information on how to configure "HTML Status Reports" see Status Report topic in 24x7 Scheduler
User's Guide.

e  The reports subdirectory must be created in the root directory of the web-based interface and the
reportDir parameter must be setup appropriately in the web-interface constants file. The web-based
interface copies log files to this subdirectory before opening index.htm file in the default browser. For
more information on configuring parameters see the Installation topic in this user's guide.

To view the Windows Application event log file:

Use Windows built-in Log Viewer utility for this purpose

Monitoring Jobs Using Job Monitor
To monitor currently running jobs, their status and jobs that are scheduled to start soon:

Job Monitor

1 Click the Job Monitor button in the top row. The Job Monitor dialog will appear.
Iﬁ Z\

Refresh Kill Job Close

. Forecast period (25-]Jan-2013 14:30:51 - 26-Jan-2013 14:30:51)

Job ID Job Name Status Time Run ID

] Sample VBScript Job (Excel &G | QUEUED, AWAITING START 25-Jan-2012 14:54:01 | 408
Automation)

3 sample Program Job (Run & | RUNNING 25Jan-2013 14:30:02 | 407

1
1@ Notepad)

y
2 To refresh the view use the Refresh button. To close the Job Monitor dialog, click the Close button.

3 To Terminate a running job, select the required job, and then click the Kill Job button.

% Tip: The dialog can be resized as needed by dragging its resizer control in the right bottom corner.
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Monitoring Job Queues

To monitor queued and waiting to run jobs and already running jobs:

1 Click the Q Monitor button @ Monitor in the top row. Of the web console. The Queue Monitor dialog will
appear
\i ﬁ\
Refresh Delete Job Hold Job Queue | [default] |z| Close
Queue Job # JuhTé,r\"wsUed Priority Status Job ID Job Name JuhT;TaErted Size  in Scfiiue Pr?j‘?et;s"!lD

[default] 407 25Jan-2013 Normal & | RUNNING 3 Sample Program Job | 25Jan-2013 1 1 407
14:30:02 {Run Notepad) 1430:02

[default] 408 25-J)an-2013 Normal FE | QUEUED, [ Sample VBScript Job 1 1 408
@ 14:30:17 AWAITING (Excel Automation|
START

P
2  Select the required job queue in the Queue drop-down list at the top of the Queue Monitor dialog and then click
3 To refresh the view use the Refresh button. To close the Queue Monitor dialog, click the Close button.
4  To monitor jobs in other queues, select another queue in the drop-down

5 Use Delete Job, Hold Job and Release Job button to manipulate already queued jobs, the buttons will delete
job from the queue, pause place job on hold, and release previously held job.

6 Use Kill Job button to terminate already running job.

% Tip: The dialog can be resized as needed by dragging its resizer control in the right bottom corner.

Monitoring Active Processes

For your convenience 24x7 web-based interface provides a tool for monitoring active processes running on the 24x7
server.

To monitor active processes:

. R t . .
1 Click the Reports button PO i the top button row. The Reports menu will appear below the button.

2 Click the Active Processes menu item . The Active Processes dialog will appear.
3 To refresh the view use the Refresh button. To close the Active Processes dialog click the Close button.
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Forecasting Job Runs

To run job forecasting report for the next 7 days:

. R t . .
1 Click the Reports button PO i the top button row. The Reports menu will appear below the button.

2 Click the 7-day Job Forecast button. The 7-day Job Forecast dialog will appear.
3 To refresh the displayed report use the Refresh button. To close the dialog, click the Close button.

% Tip: The dialog can be resized as needed by dragging its resizer control in the right bottom corner.

Custom Job and Process Monitors

You can create custom monitors using the Custom Reports feature. For more information, see Managing and
Running Custom Reports topic later in this chapter.
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Overview

The Performance Dashboard is integrated into the web console. The Performance Dashboard displays real-time
scheduler and system performance metrics to help you monitor scheduler’s health, and analyze historical resource
usage trends. The Performance Dashboard can help identify whether 24x7 Scheduler is experiencing a performance
bottleneck or other health condition requiring your attention.

Under the hood the Performance Dashboard uses Grafana server software to render its charts.

v fF 247 Scheduler ManagementC X +

€« c © Notsecure  bpsi/localhost B0BB/default,jspft b d &  Fir

Close

= Home > Dashboards > 24x7 Scheduler Dasnpoard @ Lastizhowrs ~ Q O wm~ & ~
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M m m om om om omom om om om W
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0% - 26 ME 1 10 MB
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To open the Performance Dashboard: In the Web Console click the Performance Dashboard menu in the Monitor
drop down menu

Working with the Performance Dashboard

Requirements

& Important Note: The Performance Dashboard requires that port 3000 is opened in the firewall for the local
Grafana server connection.

In case you need to change the default port 3000 to something else, update port number in the Web Console’s web
server and Grafana server configuration files:

1. http_port value in [24x7 home dir]/grafana/conf/custom.ini

2. grafana_port value in [24x7 home dir]/WebConsole/webapps/ROOT/WEB-INF/web.xml
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3. Restart the Web Console, Scheduler, and Grafana services.

Available Panels and KPIs
CPU Load

This panel provides two KPIs: the overall CPU load for the server, and the estimated load from running jobs and all
their sub-processes. For example, if a job starts an external program and that program then launches several
concurrent child subprocesses, total CPU usage of all of them is aggregated together and accounted for in the load
from jobs KPI.

Note that CPU load KPI includes all available CPU cores and averages their usage. Hypothetically speaking, on a
system with two CPU cores having one CPU maxed out at 100% and the other CPU unused at 0%, the load chart will
show 50%.

Memory Load

This panel provides the estimated total memory usage for the server as a percentage of the virtual memory usage
which includes available space in the swap files.

On Windows systems the memory usage numbers should be similar to what you see in the memory usage
performance chart in the Task Manager, though some small differences are to be expected.

On Unix systems the numbers should match numbers returned by the “free —m" command for buffers and vs cache.

Scheduler Memory Usage

This panel provides the memory usage within scheduler’'s Java Virtual Machine (JVM), as a ratio of the heap space
used vs. total amount of the JVM memory allocated. This KPI doesn’t account for the memory usage by running jobs.
A separate KPI is provided for in that in the next panel.

This is a very important KPI to watch. If the numbers continuously increase, it indicates some sort of resource usage.
For example, non-detached jobs or internal processes leaking memory, not all files getting closed, non-detached
recurring jobs loading more and more data into memory on each run, and so on... If you see the numbers increasing
over a period several days, you should investigate what causes that and fix the issue.

Jobs and Subprocess Memory Usage

This panel provides the total memory used by the jobs and their subprocesses. For example, if a job starts an
external program and that program then launches several concurrent child sub-processes, total memory usage of all
of them is aggregated together and accounted for in this KPI.

Scheduler Thread Count

This panel provides the thread count within the scheduler’'s Java Virtual Machine (JVM).

This is a very important KPI to watch. If the numbers continuously increase, it indicates issues with run-away jobs or
internal processes. For example, recurring asynchronous jobs never complete and hang in the background, and so

on... If you see the numbers increasing over a period several days, you should investigate what causes that and fix
the issue.
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Jobs Running (All Queued and Running)

This panel provides the count of all jobs queued or actively running in all queues including asynchronous background
jobs

Jobs Waiting in Queues

This panel provides the count of jobs queued but not yet running, in other words the standing queue length. If you see
the numbers going high it may indicate one of the following:

¢ Not enough number of queues used or uneven queue usage. If too many jobs are assigned to the same
gueue or queues, they may need to wait in their queues for a long time before they can be picked up and
processed.

e Jobs taking longer than expected to run, blocking other jobs in their queues. Perhaps such jobs should be
converted to asynchronous jobs and run in the background. Their downstream dependencies can be
managed using more advanced job dependencies features instead of using queues for job semaphoring.

% Tip: Don’t confuse jobs waiting for their scheduled time to start with jobs that already reached their start time or
were triggered by an associated event and were sent to their queues, and standing in queues waiting for the queue
managers to become available to start executing them.

Average Wait Time in Queue

This panel provides the average time jobs wait in queues before they can start waiting. This is a different yet related
KPI for the scenarios described above.

% Tip: Don’t confuse jobs waiting for their scheduled time to start with jobs that already reached their start time or
were triggered by an associated event and were sent to their queues, and standing in queues waiting for the queue
managers to become available to start executing them.

Jobs Failures

This panel provides the cumulative total of all failed jobs since the last scheduler restart. Ideally this number should
be zero or flat

Jobs Successes

This panel provides the cumulative total of all successfully completed jobs since the last scheduler restart. This
number should increase continuously and that is expected.

Job Database Size

This panel provides the total size of all job database files. Together with the following KPI it can help you monitor disk
space usage and ensure you don’t run out of space.

% Tip: The job database is trimmed automatically by default once a week on the weekends. You control the
frequency of this internal maintenance operation and the data retention time in the 24x7 Scheduler settings.

Available Disk Space (on the Scheduler disk)

This panel provides the percentage of disk space used and remaining on the device where the scheduler is installed.
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Scheduler Files Open

This panel provides the total number of open files. The KPI only accounts for the files open by the scheduler process.
Jobs and their subprocesses are not included in this KPI. This is a very important KPI to watch. If the numbers
continuously increase, it indicates issues with internal processes or with runaway jobs..

Custom Dashboards

This topic is for advanced users who are familiar with Grafana dashboard development.

The Grafana server provided with the Web Console enables you to develop your custom dashboards. You can use
custom dashboards to complement the 24x7 Scheduler Performance Dashboard and combine metrics, and traces
from various sources for enhanced job observability.

1.

2.

Edit [24x7 home dir]/grafana/conf/custom.ini file. Change disable_login_form value from true to false.
Restart all 24x7 services including the scheduler, grafana and web console.

Open the Performance Dashboard

Click the Arrow down symbol in the top-right corner of the Dashboard. This will open a new panel above.
Click the Sign-in link. Login with admin / change_me credentials.

Develop and save your custom dashboard.

In the ini file change disable_login_form value back to false.

Restart all 24x7 services including the scheduler, grafana and web console.

The documentation for dashboard development is available on Grafana Labs web site. See
https://grafana.com/docs/grafana/latest/dashboards/ Multiple free tutorials are widely available on the Internet.
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Chapter 5: Template Management

Job templates provide a quick way to create new jobs. Some templates are installed by default with 24x7 Scheduler
Setup, other are created by users. Additional templates are also available on SoftTree Technologies, Inc. web site.

Working with Templates

To browse available job templates

1 Expand the Templates branch in the Job Explorer
2 Use [+] and [-] signs to expand/collapse template folders. Click the required job template to view template
definiti

) 247 Scheduler Managern

&« cn @(W:,’/ID[alhost:SOSﬂ/defau tjsp#

# New £ Job Menitor & Q Monitor ! JobLeg @ Reports = Dependencies .+~ Tools %  Help @ Logout

i localhost T
1o lozafhos Template: Daily - Backup Job Database and Preferences

E-45 Job Queues

B Calendars i Delete & Edit & Print

B fiF Agents

g Databases i Mate: comment lines in .INI files always start with a semicolon

=

Templates [Template]

* Sample Templates Group * Description=Use this template to create 24x7 maintenance job that will back up active job database and configuration files. This ¢
E1E] 24x7 Maintenance [Variables]
; Key values that have their name enclosed in % signs will be used for

Daily - Archive Job Logs ; template wizard questionnaire and substitution variables.
Each key walue must contain the following 2 parts separated with commas:

Each key value must contain the following 2 parts separated with commas:
1. Field Edit Style (EDIT, YES/NO, FILE BROWSE, DIR BROWSE, REMOTE AGENT LIST, DB PROFILE LIST)
2. Prampt

m

: Batch Processing]

: Composite Job Schedules] Example: %VARY=EDIT,What is the name of the service that you want to monitor?

eDatabasoliis Eonanel { Key values that don't have their name enclosed in % signs will be used for
: File Replication] ; job properties (See online help on "Job property names for use with JOL commands”
; topic for more details).

: FTP Jobs] :
: Miscellaneous] ; Example: DAY_NUMBER=1
: Moniters and System Maintenance] 92FOLDER%=DIR BROWSE,Select directary where you want to save backup filss
: Secure Shell and Secure FTP Jobs] JOB_TYPE=F i
COMMAND=jar cvfM "%FOLDER\24x7-backup-@T"dd-mmm-yyyy".zip" *.dat preferences.xml )
: Simple Job Schedules] START_IN=@V"24x7_home"
[Legacy: UNIX, WMS, and Mainframe Jobs Using SCHEDULE TYPE=D
24x7 RAS Servers] ASYNC=N
START_TIME=21:15
B[] JAL script library MONDAY=Y
B9 Jobs TUESDAY=Y
WEDNESDAY=Y -
L] [ 3
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To create new template

1 Click the New button New . The New menu will appear below the button.

MNew Job Monitc

¥ Job
Folder

s Queue
Calendar

@ Agent

" Datahase

¥ Template  sfm—

JAL script

" = Rename Me
49 Sample Jobs

"¢ Sample Batch Job
(MvSOL Service

2 Click Template item in the menu. The New Template dialog will appear.
\I ﬁl

Name:
New Template
Choose folder
@ |« sample Templates Group * Iz‘

Script:

mn

Save Cancel

3 Enter name of the new template into the Name field.

4  To place the new template into an existing template folder, choose folder from the Folder drop-down box To
create new template folder and place the new template into that folder, select second option and type name of
the new folder. Be sure to enter unique folder name

5 Enter template definition into the Script field. For description of available job properties and template variables.
See Job Property Names topic in 24x7 Scheduler User's Guide or on-line help system.

% Tip: To copy text from the Clipboard use CTRL+C hot key or use the right-click popup menu.

6 Click the Save button to save new template.
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To create new template from an existing template

Select an existing template.

Click the Edit button. The Edit Template dialog will appear.

Right-click anywhere in the template definition field. In the popup menu click Select All command. This will
select the template definition. Right-click again and this time choose Copy command. This will copy template
definition to the Clipboard.

Click the Cancel button to close Edit Template dialog

Follow steps described above To create new template. In step 3, paste the existing template definition to the new
template.

Modify template name and copied definition as needed.

Choose the appropriate template folder from the drop-down box.

To modify an existing template

1
2
3

4

1

Select an existing template.

Click the Edit button. The Edit Template dialog will appear.

Modify required job properties and template variables. See Job Property Names topic in 24x7 Scheduler User's
Guide or on-line help system.

Click the OK button to save changes.

Notes:

Job Templates are not stored in the job database. They are stored in separate .INI files, which are located by
default in the Template subdirectory on the computer running 24x7 Scheduler. The template names and group
definitions are stored in the TEMPLATE.INI file.

For description of supported template parameters and variables see Creating and Modifying Job Templates
topic in 24x7 Scheduler User's Guide.
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The Job Explorer tree provides access to various management options including job queues, remote agent profiles,
MQ broker profiles, database interfaces and database profiles, job calendars.

£} 24x7 Scheduler Managern

<« C A % ptyrs//localhost:8088/default jsp oL =

#  New £ Job Monitor @ Q Monitor ! JoblLog B Reports >« Dependencies # Tools = Help @ Logout

B localhost

48 Job Queues

H Calendars  fommm——
Agents —
Databases H
Templates

JAL script library

E#3 Jobs

Welcome to 24x7 Scheduler
Management Console

Connected to 24x7 Scheduler Multi-platform Edition
Version: 5.1.394
System: Windows 7; JWM 1.6.0_29

Expand the required tree branch and select the required item.
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Managing and Monitoring Job Queues

To manage the existing queues:

1 Expand the Job Queue folder

# New © Job Monitor 2 Q Monitor

Efil localhost

E 49 Job Queues

~ » [default
» Backup Jobs
» Billing

“ » Claim Processing
» FTP Replication

&« C' M [ phtspt//localhost8088/default jsp#

' Job Log # Reports = Dependencies »~ Tools = Help

Queue: Billing

i Delete #  Edit o Menitor & Print
Property Value
Queue Name Billing
Maximum Mumber of Queued Jobs 1000
Maximum Disk Space Allecation(legacy option) Unlimited

-/ @ HR Jobs Send Email Alert When Queue Is At or Near Capacity|FALSE
. testC Email Sender/Account

F{— Calendars ;r::‘gi::tsgswm’d

#fiF Agents

By Databases

BI{Ed Templates

B[] JAL seript library

-# Jobs

@k =

@ Logout

The web console displays configured job queues on the left side of the console window and their properties on

the right.

Navigating through job queues is usually accomplished by clicking links representing individual profiles with the
mouse. Users more accustomed to keyboard navigation can use standard navigation keys (TAB, SHIFT+TAB,

ENTER, etc...) supported by the Web browser to move between links.

To modify job queue properties:

1 Select the required queue.

2 Click the Edit button  * F9It

e ouewe ;

Queue Name Billing

Maximum Number of Queued Jobs 1000

Maximum Disk Space Allocation {MB}

Send Email Alert When Queue Is At or (=]
Near Capacity

Email Password

Recipients

ok Cancel

displayed on the right side. The Edit Queue dialog will appear.
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3 Modify properties as needed and then click the OK button to save your changes. For details about supported
gueue properties, see 24x7 Scheduler User's Guide.

To create new job queue

1 Click the New button New . The New menu will appear below the button.

New Job Monitc

¥ Job
Folder
» Queue b
Calendar
@ Agent
_ Database
# Template

JAL script

=F Sample Jobs
e Sample Batch Job
(MvS0OL Service
2 Slick the Queue menu item

3 Modify properties as needed and then click the OK button to save your changes. For details about supported
queue properties, see 24x7 Scheduler User's Guide.

To delete job queue:

1 Select the required queue

2 Click the Delete button Delete displayed on the right side. A confirmation message will appear.

3 Click OK button to confirm the deletion.

% Tips:

e |tis a good idea to check if the to-be-deleted queue is running any jobs before deleting it.

e Jobs that are still assigned to the deleted queue will generate warnings in run-time and will be rerouted to the
[default] queue.

e The [default] queue is required by the system and may not be deleted.

To print job queue properties:

1 Select the required queue

2 Click the Print button Print displayed on the right side.

To monitor jobs already running or submitted and waiting to run in a particular job queue:

Moni
1 Select the required job queue and then click the Monitor button oniter on the right side of the dialog. The

Queue Monitor dialog will appear.

2 To refresh the view use the Refresh button.

3 To monitor jobs in other queues, use the Queue drop-down in the Queue Monitor dialog or close the Queue
Monitor dialog and then repeat steps 1 and 2.
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Managing Remote Agent Profiles

To manage Remote Agents Profiles:

1

Expand the Remote Agents folder

=|=2] &
9 2447 Scheduler Managern x &\
<« C A | 3 bops//localhost8088/default jsp# QL =
o«  New £ Job Menitor 2 Q Monitor ¢ Job Log @ Reports =z Dependencies & Tools 5 Help @ Logout
E i localhost
g Agent Profile: Saturn
F-4% Job Queues
¥ Calendars @ Delete | . Edit & Print
Efid Agents
! lmg 1021685514 BEopety ol
“la neptune Profile Name Saturn
i Saturn Communication | WinSock
Method
j§ Databases
&Ed Templates Location 192.168.55.12
JAL script library Port 1096
£2 Jobs Options 24x7 Agent Multi-platform
Edition

The web console displays configured remote agent profiles on the left side of the console window and their
properties on the right.

Navigating through remote agent profiles is usually accomplished by clicking links representing individual profiles
with the mouse. Users more accustomed to keyboard navigation can use standard navigation keys (TAB,
SHIFT+TAB, ENTER, etc...) supported by the Web browser to move between links.

To modify agent profile properties:

1

Select the required profile.

Click the Edit button  * Edit displayed on the right side. The Edit Agent Profile dialog will appear

[ Eait Remote aget Profle ;

Profile Name Saturn

Host 192.168.55.12

Port 1005

Options 24x7 Agent Multi-platform Edition |z|

ok Cancel

Modify properties as needed and then click the OK button to save your changes. For details about supported
remote agent types and properties, see 24x7 Scheduler User's Guide.
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To create new agent profile

1 Click the New button New . The New menu will appear below the button.

New Job Monitc

* Job
Folder
» Queue
Calendar
| Agent b
" Database
® Template

JAL script

" = Rename Me
B4 Sample Jobs
e Sample Batch Job
{MvS0OL Service

2 Slick the Agent menu item

3 Modify properties as needed and then click the OK button to save your changes. For details about supported
remote agent properties, see 24x7 Scheduler User's Guide.

To delete an agent profile:

1 Select the required agent profile.

2 Click the Delete button Delete displayed on the right side. A confirmation message will appear.

3 Click OK button to confirm the deletion.

% Tip: Itis a good idea to check if an agent is assigned to any job before deleting it. Check job properties to find
which job(s) use this agent. If an agent is deleted for an existing job, the job will fail to run.

To print an agent profile properties:

1 Select the required profile.

2 Click the Print button Print displayed on the right side.

Managing Database Interface and Profiles

Database interfaces can be managed using 24x7 Scheduler graphical interface only. They cannot be changed using
24x7 web console. The web console allows managing database profiles only.
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To manage Database Profiles

1 Expand the Database folder, then expand the required database interface

== &=
) 247 Scheduler Managem x %
« C M 3 pwps//localhost8088/defaultjsp# QI =
# New £ Job Menitor & Q Monitor ! JobLeg @ Reports = Dependencies .+~ Tools %  Help @ Logout

i localhost
L Database Profile: Development Database

E-45 Job Queues

B Calendars @ Delete »  Edit & Print

B{iF Agents

Bl Databases Property Value
4 ps2 :rac::l: SQLServer/Development Database
i Sybase B - o -

Database com.micrasoft.sqlserver.jdbe.SQLServerDriver

@ MysQL Driver

Erg erver
i SQLServer Driver Path | ./drivers/mss/sgljdbed.jar

[ Develepment Dataks
ST Database | jdbe:sqlserver://localnost: 1433;databaseName=AdventureWarks

“jd ODBC URL

“gid Oracle AutoCommit | true
{9 Templates User test_user
B[] JAL script library Password P ——
B89 Jobs

The web console displays configured database interfaces and profiles on the left side of the console window and
their properties on the right

Navigating through database interfaces and profiles is usually accomplished by clicking links representing individual

profiles with the mouse. Users more accustomed to keyboard navigation can use standard navigation keys (TAB,
SHIFT+TAB, ENTER, etc...) supported by the Web browser to move between links.

To modify database profile properties:

1 Select the required profile.

2 Click the Edit button ~ =9t

_

displayed on the right side. The Edit Database Profile dialog will appear

Profile Name Dewvelopment Database
Driver SCQLserver [«]
Driver Path Sdrivers/mss/sqlidbed jar
Database URL jdbcisglserver//localhost1433;dan
User test_user
Password  |reeeeeeeeeen
Ok Cancel

3 Modify properties as needed and then click the OK button to save your changes. For details about supported
database interfaces and profiles, see 24x7 Scheduler User's Guide.
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To create new database profile

1 Click the New button New . The New menu will appear below the button.

New ¥ Monitor ¥

 Job

Faolder
B Queye

Calendar
W A gent Profile
# fAuto-scaling group
~ Databaze Profile
& MO Eroker Profile
= Meszage
W Report
¥ Template

AL script

2 Slick the Database Profile menu item.
3  Modify properties as needed and then click the OK button to save your changes. For details about supported
database profile properties, see 24x7 Scheduler User's Guide.

To delete database profile:

1 Select the required profile

2 Click the Delete button Delete displayed on the right side. A confirmation message will appear.

3 Click OK button to confirm the deletion.

% Tip: Itis a good idea to check if the to-be-deleted database profile is assigned to any job before deleting it.
Check job properties to find which job(s) use this profile.

To print database profile properties:

1 Select the required profile

2 Click the Print button Print displayed on the right side.
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Managing MQ Broker Profiles

To manage MQ Broker Profiles

2

Expand the MQ Brokers folder, then expand the required MQ broker type

v & 27 Scheduler Management © X 4

<« c © Not secure

MNew ¥ Monitor ¥

FH localhost

B9 10b queues

B Calendars

UE‘ Agents

5 auto-scaling Groups

¥4 Databases

B w Messages

FI5F MG Brokers

E‘q{} Apache Kafka MQ
B test-kafka-profile

“9B Azure Queue Storage
¥ Amazon SQS
< Rabbithg

]EI Reports

]Templates

i) JAL Script Library

A9 J0bs

httpsi/flocalhostBOBE/default,jsp

Find

Job Log Reports Dependencies Deployments
¥

MQ Broker Profile: Apache Kafka MQ ftest-kafka-profile

Delete Edit Print
Property ¥Yalue
Profile Apache Kafka MQ/test-kafka-profile
MNarmne
Topic test-topic

Endpoint | remote-host: 1234

Other kew serializer=org.apache. kafla.cormmon . serialization. StringSerializer
Properties | valuz.serializer=arg.apache.kafika comman.serialization.StringSerislizer
key.deserializer=org.apache.kafka.common.serialization. StringDeserializer
value.deserializer=org.apache kafka.common serialization. StringDeserializer
group.id=2d4x7
max.block.ms=30000
auto. offset.reset=earliest
rmax.poll.records=100
enable auto, commit=true

Tools ¥

Help

Logout

The web console displays configured broker profiles on the left side of the console window and their properties
on the right

Navigating through MQ interfaces and broker profiles is usually accomplished by clicking links representing individual

profiles with the mouse. Users more accustomed to keyboard navigation can use standard navigation keys (TAB,

SHIFT+TAB, ENTER, etc...) supported by the Web browser to move between links.

To modify MQ broker profile properties:

4

Click the Edit button
appearances of the dialog varies for different types of MQ brokers

Select the required profile.

Ed

it

displayed on the right side. The Edit MQ Broker Profile dialog will appear. The
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To create new MQ broker profile

4  Click the New button New . The New menu will appear below the button.

New ¥ Monitor ¥

 Job
Falder
HEQuele
Calendar
WA gent Profile
o Ayto-zcaling group
~ Database Profile
<& MQ Broker Profile
\& Meszage
& Report
¥ Template
AL script

5 Slick the MQ Broker Profile menu item.
6 Modify properties as needed and then click the OK button to save your changes. For details about supported MQ
broker profile properties, see 24x7 Scheduler User's Guide.

To delete broker profile:

4  Select the required profile

5 Click the Delete button Delete displayed on the right side. A confirmation message will appear.

6 Click OK button to confirm the deletion.

% Tip: Itis a good idea to check if the to-be-deleted broker profile is assigned to any job before deleting it. Check
job properties to find which job(s) use this profile.

To print MQ broker profile properties:

3  Select the required profile

4  Click the Print button Frint displayed on the right side.
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Managing Job Calendars

To manage Job Calendars

1 Expand the Calendars folder

9} 24x7 Scheduler Managem x

« cCf @5bﬁp“:’:f/lo(alhost:SOSS!defau tjsp# @f‘@ =

# New £ Job Menitor & Q Monitor ! JobLeg @ Reports = Dependencies .+~ Tools %  Help @ Logout

| »

E} il localhost

Calendar: UK Holidays (bank holidays)
E-45 Job Queues

B Calendars @ Delete #  Edit & Copy Z Export @ Import & Print 3
7 Idefault
_ : Property Value
CQuarterly - SGQ
= e Calendar Name UK Helidays (bank holidays)
Quarterly - EOQ Calendar Type |Exclusive

USA Holidavs (federal) - sample
= .

German Helidays Show previous vears
Ficcal vear with 5-4-4 week periods Year 2013

" UK Holidavs (bank holidavs

7 i Date Day Name
French Holidays

January 1, 2013 .

B Agents Toeadoy ! New Year's Day

Bl Databases

= March 29, 2013

& Ed Templates Friday Good Friday

B[] JAL seript library April 1, 2013 easter vonday

E-#5% Jobs Monday
May 6, 2013 )
Manday May Day (Early May Bank Holiday)
May 27, 2013
Monday Spring Bank Heliday

[AuGLSH26:12012 Summer Bank Holiday

Monday

December 25, 2013

Wednesday Christmas

December 26, 2013

Thursday Boxing Day ]

Navigating through the calendars is usually accomplished by clicking links representing individual calendars with the
mouse. Users more accustomed to keyboard navigation can use standard navigation keys (TAB, SHIFT+TAB,
ENTER, etc...) supported by the Web browser to move between links.

To modify calendar properties:

1 Select the required calendar.

2 Click the Edit button s displayed on the right side. The Edit Calendar dialog will appear

et caendar ;

Calendar Name: | |UK Holidays (bank holidays)

Calendar Type: || Exclusive =]
Save Cancel
Year: | [2013
Date Day Name o
Add

1/1/2013 New Year's Day Remove | f_
3/29/2013 Good Friday Remove
4/1/2013 Easter Monday Remove
5/6/2013 May Day (Early May Bank Holiday} Remove
5/27/2013 Spring Sank Holiday Remove |+
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3 Modify calendar properties as needed. For details about supported calendar types and calendar, see 24x7
Scheduler User's Guide.

4  To add one or more days to an existing calendar, use the top row in dates table, enter day in your default system

_ . Add
date format, enter day description and then click the Add button. . Repeat the same procedure to add
more calendar days.

. R
5 To remove already entered days, click the Remove buttons "2 hext to the days you want to remove.

6 Click the Save button to save your changes

% Tip: Use the Year drop-down to filter days for a specific year. By default the Calendar Properties dialog displays
entries for the current year

To create new job calendar from scratch

1 Click the New button New . The New menu will appear below the button.

New Job Monitc

2 Job
Folder
» Queue
Calendar h
@ Agent
_ Database
# Template

JAL script

=8 o Sample Jobs

Sample Batch Job
{MvS0OL Service

2  Slick the Calendar menu item.

3 Modify properties as needed and then click the Save button to save your changes. For details about supported
job calendar properties, see 24x7 Scheduler User's Guide.

To quickly create new calendar from another calendar
1 Select the required calendar

Copy

2  Click the Copy button displayed on the right side. Copy Calendar dialog will appear.

CalendarName: UK Holidays (bank holidays)

New Calendar Name: |

Ok Cancel

3 Enter new calendar name and click the OK button to save it.
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To modify calendar in an external program or quickly modify calendar days
1 Select the required calendar

. E . . . .
2  Click the Export button xport displayed on the right side. The web console will stream calendar data to

the browser and will make it save it as a file in the browser's Download folder.

3 Open the Download folder and double-click the calendar file. The file will open in your default program
associated with CSV files, such as Microsoft Excel or similar

4  Modify the data as required. Make sure the data and file is valid after changes.

5 Click the Import button - displayed on the right side. The web console will display standard File

Open dialog which you can use to select the updated calendar file. The console will then send the data to the
24x7 Scheduler. Note that importing large files may take several minutes.

To delete job calendar:

1 Select the required calendar

2  Click the Delete button Delete displayed on the right side. A confirmation message will appear.

3 Click OK button to confirm the deletion.

ﬁ Tip: Itis a good idea to check if the to-be-deleted calendar is assigned to any job before deleting it. Check job
properties to find which job(s) use this profile. If you delete calendar which in use, the associated jobs will never run.

To print calendar properties:

1 Select the required calendar

2 Click the Print button Print displayed on the right side.
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Managing and Running Custom Reports

To manage Custom Reports

Expand the Reports folder

& 2457 Scheduler Manager %

« C i | (& beps//localhost:2088/default jsp# S &0 =
o New B Job Monitor o Q Monitor t Job Log B Reports = Dependencies #  Tools 5] Help @ Logout
B localhost o
= Report: Jobs Failed in Last 7 Days
# Job Queues
1 calendars @ Delere s Edit & Copy »  Run & Primt
i Agents
. Databases S alue)
BE Reports Report ID 6
s All Database Jobs by Database Report Name Jobs Failed in Last 7 Days
Connectio Title Failed Jobs (Last 7 Days)
Queue Activity
Description Jobs completed with errors in the
1 Jobs Running for Over an Hour last 7 days
Jobs Failed in Last 7 Davs SOL Query SELECT |.job_id AS [Jab ID],
Recent Audit Events l.job_name AS [Job Name],
. l.event_time AS [Start Time],
Remote Agent Utilization CASE j.schedule_type WHEN 'F
All Event-based Jobs THEN 'Semaphore file' WHEN 'D'
c THEN 'Daily/Weekly ' WHEN T
E8 Templates THEN 'All day recurring’ ELSE
o 'Other’ END AS [Schedule Type],
aALSCupELiby |l.message_text AS [Error Details]
83 Jobs FROM t24x7_log AS | LEFT JOIN

t2dx7_job_list AS j ON j.job_id =
|.job_id WHERE |.event_severity
= 3 AND l.event_time >
GETDATE() - 7 -- 7 days ORDER
BY 3 DESC, 2

Output Format PDF
Email Recipients
Last Modified By | pre-defined

Last Modified 2015-11-19 10:11:15.0
Time

Navigating through the reports is usually accomplished by clicking links representing individual reports with the
mouse. Users more accustomed to keyboard navigation can use standard navigation keys (TAB, SHIFT+TAB,
ENTER, etc...) supported by the Web browser to move between links. Note that an alternative but functionally
comparable report management interface is available in a standalone report management dialog accessible from
Reports -> Custom Reports menu.

All Database Jobs by Database Connecti » Property Value -
Queue Activity

Jabs Running for Over an Hour ReportID 4

Jobs Failed in Last 7 Days Report Name | Queue Activity

Recent Audit Events

Remote Agent Utilization Title Queue Activity Report

All Event-based Jobs Description Shows queue activities including idle

times; helps identify potentially
overused quewes. The analysis is
limited to fast 100 days of activities.

S5QL Query SELECT ISNULL(t.queue_name, ™
NEW JOB *) AS [Quaue Name],
t job_name AS [job Name],
r.stare_time AS [Start Time],
r.end_time AS [End Time],
DATEDIFF(mi, t.start_time,
t.end_time) AS [Duration {minutes)],
( SELECT TOP 1 DATEDIFF(mi,
I12.event_time, t.start_time) FROM
12457 _lag AS I2 JOIN t24x7_job_list
AS j ON j job_id = i2 job_id WHERE
12 event_time < tstart_time AND
Jj.queus_rame = t.queus_name
ORDER BY 2.event_time DESC ) AS
[Quewe ldle Time (minutes)], (
SELECT TOP 1 DATEDIFF(mi,
12.event_time, t.start_time) FROM
124x7_fog AS 12 WHERE
12 event_time < start_time ORDER M

Run New... Modify... Delete... Cancel
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To modify report properties:

1 Select the required custom report.

2 Click the Edit button Edit displayed on the right side. The Edit Report dialog will appear

Repart name

Jobs Fail
‘ Repo

Failed Jobs (Last 7 Days)

[ ] l I A Description (optional)

Jobs complered with errors in the last 7 days

Last 7 Days

Output format
POF v

Email recipients (optional)

Ok Cancel

3 Modify report properties as needed. For details about supported report properties, see 24x7 Scheduler User's
Guide.

4  Click the Ok button to save your changes

To create new custom report from scratch

1 Click the New button New . The New menu will appear below the button.

#  New Job Monitor am

Job
Folder

s Queue
Calendar

@ Agent

| Database

Template

atabase

JAL scripr
an Hour

Jobs Failed in Last 7 Davs
| Recent Audit Events
" Remote Agent Utilization
i All Event-based Jobs
B [E8 Templates
JAL Script Library
£ Jobs

2  Slick the Report menu item.
3 Modify properties as needed and then click the Ok button to save your changes. For details about supported
report properties, see 24x7 Scheduler User's Guide.
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To quickly create new custom report from another report
1 Select the required report

2  Click the Copy button o displayed on the right side. Copy Report dialog will appear.

3 Enter new report name and click the OK button to save it.

To delete report:

1 Select the required report.

2 Click the Delete button Delete displayed on the right side. A confirmation message will appear.

3 Click OK button to confirm the deletion.

To print report properties:

1 Select the required report.

2 Click the Print button Frint displayed on the right side.
To run report:
1 Select the required report.

Run

2  Click the Run button
queue.

displayed on the right side. This will send the report to the default processing

24x7 Scheduler Management Console -48 -



Chapter 6: System Management

Configuring System Options

To view and modify 24x7 Scheduler system options:

1 Click the Tools menu and then click the Options menu command. The Options dialog will appear. Related
options are displayed in groups.

<} Options -- Web Page Dialog |
General =
Maximum message box 0
display time (minutes). 0
value disables display of
message boxes.
Ask confirmation on exit Tes
P.utonjaticall\,r save changes Mo
on exit
Reset job queues on startup | Yes
Email and Pager options
Email interface SMTP
MAPT send method Address
SMTP message content type none
SMTF (email) server mail.campany.com
SMTP sender address systerm@cormpany.corm
SMPP {pager) server paging.phonecampany.cam
Job log options
Load log on start up Yes
Maxirmurn nurmber of log 3000
records ;I

Close |

2 To modify an option click the Edit icon ] displayed in the same row. The Edit Options dialog will appear.

dit Option - Web Page Dialog x|

SMTP (email) server

|mai|.cnmpany.com

[0]24 | Cancel |

3 Enter new value and click the OK button to save changes on the server.

% Important Note: Not all changes in options have full immediate effect. Certain options require that the scheduler
be restarted before the new settings will take full effect. For more information on how to restart the scheduler
remotely see the next topic.
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Chapter 7: Job Deployment to Production Systems

Typically you develop and test new jobs in a separate development environment isolated from the production. In this
setup, all development and testing tasks occur in the development environment, and then the job changes are
promoted to the production environment. The Web console provides you with the Job Compare and Deploy tool to
promote changes from the development to the production environment.

Note that the deployment tool is accessible by the scheduler administrators only. If you are not an administrator and
you want to promote your job to production, contact your local scheduler administrator for assistance.

Job Compare and Deploy Tool

You can access the Job Compare and Deploy tool from the web console's Tools menu.

EIEEIES|
2447 Scheduler Manager: X Y__Y
€« C A B b#ps//localhost:8088/defaultjsp# g o=
New Job Monitor Q Monitor Job Log Reports Dependencies Tools Help Logout

B il localhost
B4 Job Queues
EH—] Calendars
EfiEl Agents
[y Databases

& Disconnect = & Refresh & Close
EHES Reports
B ) B ) -
{9 Templates . UK Holidays (bank holidays) N e UK Holidays (bank holidays)
|5 S ey " USA Holidays (federal) - sample “ || 7 USA Holidays (federdl) - sample
E-#53 Jobs
g Agents - Collapse EHig Agents
i 192.168.55.14 | "192.168.55.14
-  Copy to Right
“la neptune | "l neptune
“las saturn «  CopytoLeft 1 Y saturn
El"gy Databases Elgyy Databases
[~ Copy of Oracle/10g_6 = Show diff | [ Copy of Oracle/10g_6
" Oracle/Oral0g Filter [T oOracle/Oralog
" Oracle/oralzc Show All v 1 [T oracleforal2ce
- Show All -
| SQLServer/24x7 Show Different jobs = _ SQLServer/24x7
" sQLserver/Development Database Show New jobs [T sQLServer/Development Database
E-#3 Jobs El#=y Jobs
[ = Dynamic Jobs [ #=9 Dynamic Jobs
¥ handles 4= handles
B #=9 Monthly E#3 Monthly
[ =9 New Folder [ =9 Mew Folder
[ #=9 Rename Me [ =9 Rename Me
El'#=9 sample Jobs B9 sample Jobs
23 5ample Batch Job [MySQL Service Check) || 43§ Sample Batch Job (MySQL Service Check)
33 5ample Database Job (Oracle SQL Script) || 433 Sample Database ob (Oracle SGL Script)

The Job Compare and Deploy tools enable you to compare two different 24x7 Scheduler systems, it compares jobs
and their associated settings such as job calendars, database profiles, queues, and so on. When you start this tool,
the currently connected scheduler settings are displayed n the left hand side of the tool's dialog window. Click the
Connect button in the top left corner of the dialog window. You will be prompted for the connection parameters to the
other system. Enter the same parameters that you normally enter on the initial login dialog

The differences are highlighted using different columns. Blue color is used to show "new" objects on either side of the
comparison, red color is used to show "different" objects and regular black color is used for identical objects.
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To drill-down to specific differences, select the object of interest, for example, select a different job, and then click the
Show diff button. A new dialog will appear that will show side by side job properties that do not match. Similarly you
can compare properties of other object types.

Deployment

To deploy a job or other object from development to production:
Assuming that you selected a development system on the left and a production system on the right, on the left side of
the dialog tick the checkboxes in front of objects that you want to deploy, and then click Copy to Right button.

To restore a job or other object from to production to development:
Assuming that you selected a development system on the left and a production system on the right, on the right side
of the dialog tick the checkboxes in front of objects that you want to restore, and then click Copy to Left button.

Helpful Shortcuts

To quickly show differences only, use the Filter drop-down. To show all new, missing, and different jobs and objects,
select Show Different Jobs item in the Filter drop-down list. To show new jobs and objects only, select the Show New
Jobs item.

To quickly collapse and expand all folders and containers on both sides of the dialog, use the Collapse and Expand
buttons.

To refresh the content of the dialog without reconnecting to the scheduling systems, use the Refresh button at the
top of the dialog window.
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Appendix A: Technical Support

Your questions, comments, and suggestions are welcome.

For technical support, e-mail to support@softtreetech.com or use the on-line support form at
http://www.softtreetech.com/support/.

When reporting problems, please provide as much information as possible about your problem. Be sure to include the
following information:

Is the problem reproducible? If so, how?

What browser are you running? For example, Google Chrome v89.0.4389.90.

What version of the 24x7 Scheduler are you running?

If a dialog box with an error message was displayed, please include the full text of the dialog box, including the
text in the title bar.

If the problem involves an external program, provide as much information as possible about this program.

Make sure you include the serial number for your copy of 24x7 Scheduler. Use the Help/About menu to look up
the correct numbers. Registered users have priority support.

A WNPE

[e2é)]

For registration information, purchasing or other sales information, please contact our sales department:
sales@softtreetech.com.

For general information, software updates, the latest information on known problems and answers to frequently asked
questions, visit the 24x7 Scheduler home page on the Web: http://www.softtreetech.com/24x7/.

We are happy to help in any way we can, but if you are having problems, please check the troubleshooting section
first to see if your question is answered there.
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Appendix B: End-user License Agreement and Privacy
Statement

24x7 Scheduler
End-user License Agreement and Privacy Statement

Table of Content

A. Acknowledgement
B. End-user license agreement
C. Privacy statement

A. ACKNOWLEDGEMENT

PLEASE READ THE END-USER LICENSE AGREEMENT (THE "EULA") CAREFULLY BEFORE USING THE 24X7
SCHEDULER SOFTWARE (THE "SOFTWARE") SOFTTREE TECHNOLOGIES, INC. (THE "LICENSOR" OR "
SOFTTREE TECHNOLOGIES") IS WILLING TO LICENSE THE SOFTWARE TO YOU AS AN INDIVIDUAL OR
LEGAL ENTITY ("LICENSEE" OR "YOU"), AND TO PROVIDE YOU WITH THE SUPPORT SERVICES (THE
"SERVICES"), ONLY ON THE CONDITION THAT YOU ACCEPT AND AGREE TO COMPLY WITH ALL OF THE
TERMS AND CONDITIONS OF THIS AGREEMENT. THIS AGREEMENT APPLIES TO ANY UPDATES OR
SUPPORT SERVICES FOR THE SOFTWARE OR FOR THE SERVICES PROVIDED TO YOU BY SOFTTREE
TECHNOLOGIES, INC.

B. END-USER LICENSE AGREEMENT ("EULA")
The Software is protected by copyright laws and international copyright treaties, as well as other intellectual property
laws and treaties. The Software is licensed, not sold.

CAUTION: Loading this software onto a computer indicates your acceptance of the following terms. Please read
them carefully.

GRANT OF LICENSE: SoftTree Technologies, Inc. ("SoftTree Technologies") grants you a license to use the
software ("Software"). You may install the Software on no more than one computer per valid license or as defined by
purchased licenses. You may make other copies of the Software for backup and archival purposes only.

You may permanently transfer all of your rights under this Software LICENSE only in conjunction with a permanent
transfer of your validly licensed copy of the product(s).

LICENSE TYPES: The Software and associated add-in components are licensed on a RUN-TIME basis, which
means, that for each computer on which the Software is installed, a valid run-time license must exist.

Single License
Permits installation and execution of the Software on a single computer (a stand-alone computer or a single
workstation in a network or a single network server) per license.

Site License

Permits installation and execution of the Software on multiple computers within a single geographical location (i.e. an
office or data center with a single postal address). Also permits installation of 24x7 Web-based Management
Console, 24x7 Remote Control COM/ASP and 24x7 Remote Control Java API on a single web-server that may be
used to connect to and control the Software installed on a single or multiple computers in multiple locations
throughout the licensed company's facilities.

Enterprise License
Permits installation and execution of the Software on multiple computers in multiple geographical locations
throughout the licensed company's facilities.
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RESTRICTIONS: Unregistered versions (shareware licensed copies) of the Software may be used for a period of not
more than 30 days. After 30 days, you must either stop using the Software, or purchase a validly licensed copy.

You must maintain all copyright notices on all copies of the Software. You may not sell copies of the Software to third
parties without express written consent of SoftTree Technologies and under SoftTree Technologies' instruction.

EVALUATION copies may be distributed freely without charge so long as the Software remains whole including but
not limited to existing copyright notices, installation and setup utilities, help files, licensing agreement, In executing
such an act as distributing without the similar copyright or license violation, to the maximum extent permitted by
applicable law you may be held liable for loss of revenue to SoftTree Technologies or SoftTree Technologies'
representatives due to loss of sales or devaluation of the Software or both.

You must comply with all applicable laws regarding the use of the Software.

COPYRIGHT: The Software is the proprietary product of SoftTree Technologies and is protected by copyright law.
You acquire only the right to use the Software and do not acquire any rights of ownership. You agree not to remove
any product identification, copyright notices, or other notices or proprietary restrictions from the Software. You agree
not to cause or permit the reverse engineering, disassembly, or decompilation of the Software.

DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS: You may not rent, lease or transfer the Software except as
outlined under GRANT OF LICENSE - use and copy.

Without prejudice to any other rights, SoftTree Technologies may terminate this Software LICENSE if you fail to
comply with the terms and conditions of this Software LICENSE. In such event, you must destroy all copies of the
Software and all of its component parts.

WARRANTY DISCLAIMER: SoftTree Technologies is providing this license on an "as is" basis without warranty of
any kind; SoftTree Technologies disclaims all express and implied warranties, including the implied warranties of
merchantability or fitness for a particular purpose.

LIMITATION OF LIABILITY: SoftTree Technologies shall not be liable for any damages, including direct, indirect,
incidental, special or consequential damages, or damages for loss of profits, revenue, data or data use, incurred by
you or any third party, whether in an action in contract or tort, even if you or any other person has been advised of the
possibility of such damages.

FAIR USE POLICY: SoftTree Technologies shall have the absolute and unilateral right in its sole discretion to deny
use of and access to all or any portion of the software or services to licensee or other users who are deemed or
suspected by SoftTree Technologies to be using the software or services in a manner not reasonably intended by
SoftTree Technologies or in violation of law or this agreement, including but not limited to suspending or terminating a
licensee’s or another user's account with SoftTree Technologies and the license to use the Software or the
associated services. SoftTree Technologies may, in its sole discretion and from time to time, establish or amend
general operating practices to maximize the operation and availability of the software or services and to prevent
abuses. SoftTree Technologies also reserves the right to terminate or suspend your license to use the software or
services, without prior notice, in the event of violation of this policy, SoftTree Technologies may terminate your right to
use the Software or associated services if we believe that your continued use of the Software or services may
damage, disable, overburden, or impair our servers or networks or impact other users.

C. PRIVACY STATEMENT

SoftTree Technologies greatly respects and is committed to protecting your privacy. SoftTree Technologies wants
you to feel secure when visiting our websites and providing information to us. SoftTree Technologies will only gather
your personal information with your consent. This Privacy Statement has been prepared to inform you of the
information we gather and how we use it. This Privacy Statement applies to all SoftTree Technologies websites and
agreements that display or link to this Privacy Statement. Some information may also be collected off-line, and this
Notice applies to the off-line data collection as well.

What we collect:

Generally, you may visit our websites without providing any personal information or identifying yourself. We only
collect customer information via the "opt-in" method, where visitors or customers must affirmatively elect to provide
SoftTree Technologies with their information. In order to provide you with relevant information, respond to your
requests, and increase the benefits that you receive from our websites and services, we sometimes request that you
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provide us with information about yourself. SoftTree Technologies requests customer information at various locations
on our websites, including product registration areas, technical support areas, downloads, and newsletter registration
areas. The type of information collected may include standard contact information such as your name, email address,
postal address, and demographic information. Our website may also collect certain information from your visit and
from your behavior while visiting our website, including the date and time of your access, the pages you have
accessed, and the Internet address(es) from which you linked to our website, if applicable. This information is used
to better understand how our websites are being used in order to improve the quality of our services and user
experience, and to enable us to comply with agreements between SoftTree Technologies and referring or linked
websites.

How we use your information:

We use this information to customize your website experience by delivering the content and information that we
believe would be of interest to you. This information is also used to inform you of the latest SoftTree Technologies
developments, including new product releases, upgrades, special offers and other relevant information. The
information we collect is intended for SoftTree Technologies business purposes only. In certain instances, we may
make your information available to third parties that are providing services on our behalf. SoftTree Technologies will
only provide those third parties with information that is necessary for them to perform the services and who take at
least the same measures as SoftTree Technologies to protect your information. We may also disclose your
information to our business partners, for marketing and other business purposes. Any personal information we may
collect may be used, stored, and processed in the United States or other countries SoftTree Technologies has offices
in or does business. By providing information to SoftTree Technologies, you are consenting to the transfer of the
information outside of your respective country to any other country throughout the world. SoftTree Technologies may
disclose information that has been collected from you if we are required to do so by law or to protect the rights of
SoftTree Technologies, its employees, and its business partners.

Removal procedures:

As all information is collected via opt-in methods, we believe all information you receive from SoftTree Technologies
will be relevant to your computing needs. However, if you do not wish to receive communications from SoftTree
Technologies, simply visit our websites and request the removal.

Cookies:

SoftTree Technologies websites utilize cookies (small amounts of data stored by your Web browser on your hard
drive) to offer you customized content and service. These cookies also allow SoftTree Technologies to track usage
patterns and allow us to continuously improve and manage our websites and deliver content that is specific to your
interests. Most Web browsers accept cookies by default, but if you choose not to accept them, you can simply
change your browser settings. If you decline to accept cookies, you may not receive the full benefits that our website
has to offer.

Security:

SoftTree Technologies strictly protects the security of your personal information and honors your choice for its
intended use. We have taken steps to secure and safeguard the information that we collect online, including the use
of the most proven and effective security solutions available, including SSL. However, the internet is an open forum
and data may flow across multiple networks with inferior or no security measures, therefore, information can be
accessed by other third parties other than those you intend to access it.

Message boards:

Portions of our websites make customer support message boards available to website visitors. ANY AND ALL
INFORMATION THAT IS DISCLOSED IN THESE AREAS BECOMES PUBLIC INFORMATION AND SOFTTREE
TECHNOLOGIES IS NOT OBLIGATED TO ENSURE THE PRIVACY OF THIS INFORMATION. PLEASE USE THE
APPROPRIATE DISCRETION AND CAUTION WHEN DECIDING TO DISCLOSE ANY PERSONAL INFORMATION.

Contacting SoftTree Technologies:

If after reading this statement, you have any questions about SoftTree Technologies' privacy statement; please
submit them to SoftTree Technologies Customer Service. SoftTree Technologies may update or modify this privacy
statement from time to time without prior notice to you, and each such update or modification becomes applicable
immediately upon publication. Please review this notice often so that you can be aware of our latest policies on
privacy and collection of personal information. Your continued use and visitation of the SoftTree Technologies
websites constitutes your consent to the provisions of this Privacy Statement, as amended from time to time.

Copyright (c) SoftTree Technologies, Inc. 2004-2025 All Rights Reserved
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